NHPOPMALUNOHHAA NMAMATKA OJ1A OBYHAKOLWWMXCH

C KaxbIM rogoM MOMOAEXMN B UHTEPHETE CTAHOBUTLCS GOJIbLUE, & LWKOSIbHUKW OfHW U3 CaMbIX aKTUBHbIX
nons3oBarteneli PyHeta. Mexay TeM, NOMUMO OFPOMHOIO KO/IMYeCTBa BO3MOXHOCTEN, UHTEPHET HECET U
npo6nembl. ITa NaMaTka Ao/MkHa NoMoYb Tebe 6e30MacHO HaXoAUTLCSA B CETU.

KomnbloTepHble BMPYChI

KomnbtoTepHbIi BUPYC - 3TO PA3HOBMAHOCTL KOMIMbIOTEPHbIX MPOrpamMm, OT/IMYNTENIbHO 0COGEHHOCTbIO
KOTOPOIi IBASIETCA CNOCOGHOCTL K Pa3MHOXEHWIO. B fONO/THEHWE K 3TOMY, BUPYChbl MOTYT NOBPEAWTL UK
MOJTHOCTbIO YHUUTOXWTb BCE (aii/ibl U AaHHble, MOAKOHTPO/IbHbIE NMOSIb30BATESIO, OT MMEHW KOTOPOTOo 6bina
3anyllieHa 3apakeHHast nporpaMmMa, a Takke NoBPeauTb UK AaXKe YHUUTOXWTb OnepaLyoHHy0 CUCTEMY CO
BCEMU (paiinamu B LiesIoM. B GOMbLIMHCTBE C/lyYaeB PacnpoCTPaHsOTCS BUPYChl Yepes UHTEPHET.

MeToAp! 3aLMTbl OT BPEAOHOCHbIX NPOrpamm:

1./cnonb3yin coBpeMeHHbIE onepauvoHHbIe CUCTEMbI, UMEIOLLME CePbe3HbI YPOBEHb 3aLLUTbI OT
BPELOHOCHbIX MporpamMm;

2.TOCTOsIHHO yCcTaHaBNMBai navytu (UncpoBble 3annarTky, KOTopble aBTOMaTUYECKN yCTaHaB/IMBAKTCSA
C Lenblo opaboTku NporpaMmbl) 1 Apyrie 06HOBIEHNSI CBOEN ONepaLyoHHON cnctemsl. CkaumBai nx
TOMbKO C OpULMasIbHOrO caliTa paspabotyunka OC. Eciv cylecTByeT PeXrM aBTOMaTUYeCcKoro
06HOBNEHMSA, BK/OUY €rO0;

3.PaboTaii Ha cBOeM KOMMbIOTEPE NOA NpaBamu NoNb3oBaTesNs, a He agMUHUCTpaTopa. IT0 He
No3BONUT BONbLUNHCTBY BPELOHOCHBIX NPOrpamMmm MHCTa/I/IMPOBATLCA HA TBOEM NEPCOHAIbHOM
KOMMbIOTEPE;

4./Icnonb3yii aHTUBKPYCHbIE NPOrpaMmHble MPOAYKTbl U3BECTHbIX NPOU3BOAMUTENEN, C aBTOMATUUYECKUM
obHoBNeHVeM 6as3;

5.0rpaHuyb husnyeckmini 4OCTYN K KOMNbIOTEPY A/15 NOCTOPOHHUX MNLL;

6./Icnonb3yii BHeLHe HocuTeny MHGopMaLLMK, Takme Kak dorieLlka, AUCK Wam haiin n3 nHTepHeTa,
TOMbKO U3 NPOBEPEHHbIX NCTOYHUKOB;

7.He oTkpbIBai KOMMbIOTEPHbIE haisibl, MOTyYEHHbIE N3 HEHALEXHbIX UCTOYHMKOB. daxe Te dalisbl,
KOTOpble npucnas TBoV 3HAKOMbINA. Jlydlle YyTOUHU Yy HEero, OTNpaBs/isa 1 OH Tebe UX.

Cetn WI-FI

Wi-Fi - 3T0 He Bug nepegayn AaHHbIX, He TEXHOMNOMNS, a BCero Nnib 6peHa, mapka. Euwe B 1991 rogy
HugepnaHackas komnaHusa 3apernctpuposasia 6peHs "WECA", uto o603Ha4ano criosocovetaHme "Wireless
Fidelity", koTopblii nepeBoaAMTCA Kak "6ecnpoBogHas TOUHOCTb".

Jlo Hawero BpemeHu Jowwia apyras abbpesuatypa, kotopas ABMSETCA Takoi e TexHoNormeir. 31o
abb6pesuatypa "Wi-Fi". Takoe Ha3BaHMe ObINI0 AaHO C HAMEKOM Ha CTaHAapT BbICLUEl 3BYKOBOMN TeXHWKN Hi-Fi,
4YTO B NepeBoe 03HavyaeT "BblCOKasd TOYHOCTL".

[a, 6ecnnatHblii MHTEPHET-A0CTYN B Kade, OTENSIX U a3ponopTax AB/SETCS OT/IMYHON BO3SMOXHOCTBIO BbIXOAA
B UHTEPHET. HO MHOrMe 3KCnepTbl CUMTALOT, YTO 06LeAocTynHblie Wi-Fi ceTn He siBNsiloTcA 6e30MacHbIMM.

CoBeTbl N0 6e30nacHOCTN paboTbl B 06LeA0CTYNHbIX ceTax Wi-fi:

1.He nepepaBaiin CBO NIMYHYIO MHDOpMaLIMIO Yepes obwenocTynHble Wi-Fi cetn. Pabotas B HUX,
XenaTtenbHO He BBOAMTL Naponu fOCTyna, JIOTUHbI U Kakie-TO HOMepa;

2./cnonb3yin 1 06HOBNSAN aHTMBMPYCHbIE NpOrpamMMbl 1 GpaHaMayep. Tem cambiM Tbl 06e30nacuLlb
cebs OT 3aKaukn BUpyca Ha TBOe YCTPOWCTBO;

3.Mpwn ncnons3oBaHnn Wi-Fi oTk0um dyHKLMIO "O6LLmMiA fOCcTyn K dalinam v npuHtepam”. JaHHas
hYHKLMSA 3aKpbITa N0 yMOIYaHMIo, OHaKo HEKOTOPbIE NOMb30BATENN aKTUBUPYIOT ee A5 yA06CcTBa
ncnonb3oBaHusa B pabote nnm yvebe;

4.He vicnonb3yii nyénuuHelii WI-FI Ana nepegayv IMYHbIX AaHHbIX, HAanpyuMep 415 Bbixo4a B
COUMaUTbHbIE CETU N B 3/IEKTPOHHYIO MOYTY;



5./icnonb3ayi ToNbKO 3alyeHHoe coegmHeHmne yepe3 HTTPS, a He HTTP, T.e. npu Habope Be6-
ajpeca BBoAM MMeHHO "https://";

6.B Mmo6unbHOM TenedioHe oTkun yHKumio "Moakovenne Kk Wi-Fi aBTomatnyeckun”. He gonyckai
aBTOMAaTUYeCKOro NoAKNoUYeHns ycTpoicTea kK cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbcHble ceTu

CoupasibHble CETU aKTUBHO BXOAAT B HaLUy XM3Hb, MHOTME JIH0AM paboTatoT 1 XUBYT Tam MNOCTOSHHO, a B
Facebook yxe 3apeructpupoBaH Munnmnapg 4enoBek, YTo SABASIETCS OAHOM ceAbMOii BCeX Xutenei nnaHeTsbl.
MHorne nosib30BaTe/iM He MOHMMAIOT, YTO MHAhOPMAaLMS, Pa3MELLEHHAs MU B COLMANIbHbLIX CETSAX, MOXET ObITb
HalileHa 1 ncnosb3oBaHa KeM YrogHo, B TOM YuC/ie He 06513aTeflbHO ¢ 6r1arMMy HamepeHUsiMu.

OCHOBHbIe COBETbI N0 6€30MacHOCTN B coynasibHbIX CETAX:

1.0rpaHunyb CcNucok apy3ei. Y 1ebs B Apy3bsx He JO/MKHO ObIThb CIyHaiHbIX Y HE3HAKOMbIX JT0AEN;
2.3awmiali CBOK YacTHYH XM3Hb. He ykasbliBali naponu, TenedioHsl, agpeca, AaTy TBOEro poXaeHUs
N APYTYH0 JINYHYI0 MHGDOPMALMIO. 3M10YMbILLIIEHHVKA MOTYT UCMO/b30BaTh AaXe MH(opMaumio 0 TOM,
KakK Tbl 1 TBOW poauTenn nNaaHUpyeTe npoBeCcTn KaHUKY/bI,

3.3awymari cBoK penyTauuio - AEPXN ee B YUCTOTE 1 3aaBai cebe BOnNpoc: XoTes 6bl Thbl, YTOObI
Apyrve nonb3oBateny BUAEN, YTo Thl 3arpyxaels? MNogymai, npexae YemM YTto-To ony6/nmkoBaT,
HanucaTb ¥ 3arpy3uTb;

4.Ecnn Tbl FOBOPULLIb C /II0AbMU, KOTOPbIX HE 3HAELLb, HE UCMO/b3YI CBOE peaslbHoe UMSs U APYryHo
JINYHYH MHPOPMaLUK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl 1 NPoYeE;

5./136erain pasmelleHnst potorpacmii B VIHTepHETe, rae Tbl M300paXkeH Ha MECTHOCTU, MO KOTOPOWA
MOXXHO OMNpeAenuTb TBOE MECTONO/IOKEHUE;

6.Mpwv perucTpaumm B coumasibHOM CeTU HEOOXOAMMO MCNOMb30BaTh C/I0XKHbIE Naposn, COCTOoALLME U3
6YKB 1 LUhP 1 C KOIMYECTBOM 3HAKOB HEe MeHee 8;

7.0ns coumansHoli ceTu, NoYTbl U APYTMX CanToB HEOBXOAUMO UCMOMb30BaTh pasHblie naponu. Torga
ecnv Tebs B3/1I0MatoT, TO 3/10yMbILLSIEHHMKM NOYyYaT AOCTYN TOMbKO K O4HOMY MECTY, a He BO BCe
cpasy.

ONEKTPOHHbIE AEHbIN

DNEeKTPOHHbIE [EHbIV - 3TO OYeHb YA06HbI CNoco6 nnaTexeld, OfAHAKO CYLLIECTBYHOT MOLLIEHHUKU, KOTOPbIE
XOTSAT NOMYUNTb 3TN AEHbIU.

ONEeKTPOHHbIE AEHbIM MOABU/INCL COBCEM HEAABHO Y MMEHHO M3-3a 3TOT0 BO MHOMMX rocygapcraax 40 CuX rnop
He NponmncaHo npo HKUX B 3aKOHax.

B Poccum e oHM DYHKLMOHUPYHOT U O HKX Y)Ke MPOMUCAHO B 3aKOHE, rae UX pa3aesisiioT Ha HECKOMbKO BUIOB -
AHOHWUMHbIE N HEe aHOHUMHbIe. Pa3HuLLa B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLlaeTcs NpoBoAUTb
onepaumu 6e3 naeHTUgMKaLMM Nosib30BaTeNs, a B HEaHOHUMHBIX MAEHTUUKALKMS NoNb30BaTeNs SABSETCS
006s3aTeNnbLHON.

Takxe crieflyeT pas/imyarb 3/1eKTPOHHble (hruaTHble AeHbrv (paBHbl rOCYAapCTBEHHbIM Ba/lloTam) 1
3M1EKTPOHHbIEe HednaTHble AeHbrM (He paBHbl FOCyAapCTBEHHbLIM BasloTaMm).

OCHOBHble COBETbI N0 6e30MacHo paboTe € 3/1EKTPOHHLIMY AeHbramu:

1.MpuBsSHXM K cHETY MOBOW/IbHBIA TenedoH. 3TO caMblli YA06HbIA 1 ObICTPbIA CNOCO6 BOCCTAHOBUTL
focTyn K cueTy. MprBa3aHHbIi TenedoH NOMOXET, ecnv 3abyfellb CBON MaTeXHbIl Napoib nav
3alifiellb Ha cailT ¢ He3HaKOMOTO YCTPOCTBA,;

2./cnonb3yii ogHopasosble naponu. Nocne nepexofa Ha YCUIeHHyo aBTopusauunto Tebe yxe He 6yaeT
yrpoxaTtb ONacHOCTb KPaXW WK nepexsarta niaTexHoro napons;

3.Bbibepu CrioxHbIn Naposnb. MNpectynHukam ByaeT He NPOCTO yraAaTb C/I0KHbIN naponb. HagexHble
naposin - aT0 Naposnn, KOTopble coaepXaT He MeHee 8 3HaKOB 1 BK/HOHAKOT B CEOS1 CTPOUHbIE 1
nponucHble GykBbI, LPbl U HECKONBKO CMBOJIOB, TakMe Kak 3Hak gonnapa, yHTa,

BOCK/MLATE bHbIV 3HaK 1 T.n. Hanpumep, $tRONg!;;

4.He BBOAYW CBOW NINYHbIE AaHHbIE HA caliTax, KOTOPbIM He JOoBepsieLLb.



ONeKTpOHHasA noyta

DNEeKTPOHHAs! MoYTa - 3TO TEXHOMOIMSA U NPEOCTAB/SIEMbIE €0 YC/TYTM MO NepPechlsiKe 1 NOSTyYEHNHO
3MEKTPOHHBIX COOBLLEHWIA, KOTOpPbIe pacnpeaensioTcs B KOMMbIOTePHOR ceT. OGbIYHO 3MEKTPOHHBIV NOYTOBbII
ALLVK BbITIAAMT CeyoLMM 06pa3om: UMs_Mo/b30BaTensa@ums_goMeHa. Takke Kpome nepegadun npocToro
TEKCTa, MEeeTCsl BO3MOXHOCTb NepeaBathb aiinbl.

OCHOBHble COBETbI N0 6e30MacHo paboTe ¢ 3NEKTPOHHON NOYTOW:

1.Hapo BbIGpathb NpaBW/ibHbIN NMOYTOBLIN CEPBUC. B MHTEPHETE €CTb OrpOMHbINV BbIGOP 6ecniaTHbIX
MOYTOBbIX CEPBUCOB, OfHAKO Jlyyllie JOBEPSATb TeM, KOT0 3Haelllb U KTO NEPBbIi B PeNTUHre;

2.He ykasblBaii B IMYHON No4Te /IM4HY0 MHhopMaumio. Hanprmvep, nydlle BbiopaTb
"My3blKa/lbHbI_paHaT@" nnm "pok2013" BMecTo "Temal3";

3./cnonb3ayii AByxaTanHyto agTopusaumio. 3To Koraa noMUMo Naposs HY)XHO BBOAWTL KOZ,
npucbinaemslin no SMS;

4.Bbl6epu CNOXHbIA Naposb. [Ana kaA0ro NoYToBOro AlMKa A0/MHKEH ObiTb CBO HaAEXHbIN,
YCTOWUMBLINV K B3/IOMY Naposib;

5.Ecnm ecTb BO3MOXHOCTb HanUcaTb CamoMy CBOW JINYHBIA BONPOC, NCMO/b3Yi 3Ty BO3MOXHOCTb;
6./1cnonb3yin HECKOBbKO MOYTOBbLIX ALWMKOB. MepBblil A1 YACTHOW Nepenuckn ¢ agpecaraMum, KOTOPbIM
Tbl joBEPSeLlb. DTO NEKTPOHHLIN afpec He Haf0 NCNOMNb30BaTb NPU perncTpauum Ha dopymax v
canrax;

7.He oTkpbiBali thaiisibl n fpyrue BNOXEHUS B MUCbMaXx, AaXe eC/v OHW NPULLAN OT TBOWX ApY3eil.
Jydiie yTouHM y HUX, OTNPaBASA/N 11 OHK Tebe aTu daiinbl;

8.MNocne okoHYaHWA paboTbl HA MOUYTOBOM CepBUCE Nepes 3aKkpbiTUeM BKIaAKN C caliToM He 3abyab
HaxaTb Ha "BbIATn".

KnbepObynnuvHr nnv BuptyasibHoe n3aesarefnibCTBo

Knbep6ynnvHr - NpecsieloBaHne COOBLLEHUSIMI, COAEPXALLMMN OCKOPO/IEHNS, arpeccuio, 3anyrmBaHue;
XY/IMFaHCTBO; COLMasIbHOE GOMKOTMPOBaHME C MOMOLLIO Pa3/INUHbIX UHTEPHET-CEPBUCOB.

OcHOBHble cOBeTbI N0 60pbbe ¢ KNbepOyNIMHIOM:

1.He 6pocaiics B 60i1. Jlyuwunii cnoco6: NOCOBETOBATLCS Kak ce6s1 BECTU W, €C/IN HET TOr0, K KOMY
MOXHO 06paTUTLCA, TO BHaYasie YCnokouTbCA. EC/n Tbl HAYHELLb OTBEYaTb OCKOPO/IEHMAMY Ha
0CKOpP6/1eHMS, TO TO/bKO eLle 60MbLUe Pa3oXOKeLlb KOH/INKT;

2.YnpaBnsii cBoeli knbeppenytaumeii;

3.AHOHVMMHOCTb B CeTu MHUMast. CyLLEeCTBYHOT CNOCOObI BbIACHUTb, KTO CTOUT 38 @HOHVMHbIM
aKkKkayHTOM;

4.He cTOUT BECTMW XY/IMFaHCKW 06pa3 BUPTYasIbHOM XU3HW. VIHTEPHET hKCMpYeT BCe TBOM AeNCTBUSA 1
coxpaHsieT ux. Yaanutb ux byaeT kpaiHe 3aTpyaHUTESNbHO;

5.Cob6ntofaii CBOK BUPTYasIbHYO YECTb CMOJIOAY;

6./rHopupyii eanmHNYHbIA Heratme. OfHOPa30Bble OCKOPOMTESIbHbIE COOBLLEHNSA MTyYLle NTHOPUPOBATD.
OO6bIYHO arpeccus npekpaLLaeTcs Ha HavaslbHOW cTaauu;

7.baH arpeccopa. B nporpammax 06mMeHa MrHOBEHHbIMU COOOLLIEHNSAMU, B COLMasIbHbIX CETSX €CTb
BO3MOXHOCTb G/TOKMPOBKM OTMpaBky COOOLLEHWI C ONpefeneHHbIX afpecos;

8.Ecnu Tbl cBuaeTenb knbepbynamHra. TBou AeiiCTBUS: BbICTYNUTb NPOTVB NpecniefoBarens, nokasarb
€My, YTO ero AeCTBUS OLLEHVBATCA HEraTMBHO, NOAAEPXKATb XEPTBY, KOTOPOI HyXHa
ncmxonoruyeckasl NOMoLLb, COO6LMTL B3POC/IbIM O (dakTe arpeccrBHOrO NoBeAeHWs B CETU.

MoOWnbHbI TenedoH

CoBpeMeHHble CMapTdIOHbI 1 MNaHLWETbI coAepxart B cebe BMnosiHe B3pOC/bli PyHKLMOHAS, U Tenepb OHK
MOTYT KOHKYpPUPOBaTb CO CTaLMOHapHbIMU KOMMboTepamu. OfHaKo, CPeAcTB 3alumTbl 415 NOA00OHbIX
YCTPOWCTB NoKa 04YeHb Masio. TeCcTMpoBaHue 1 NOUCK YS3BUMOCTEN B HUX MPOUCXOAUT He Tak MHTEHCUBHO, Kak
ansa MK, To e camoe kacaeTcs U MOOBUSIbHBIX MPUIOXKEHWIA.



CoBpeMeHHble MOGU/IbHbIE 6pay3epbl Y)Ke NPaKTUYeCKy AOTHaIN HACTOMbHbIE aHAsIoMM, OAHAKO paclupeHue
dpyHKLIMOHaNa BeYeT 3a CO60i GO/bLUIYI0 C/TOXHOCTb Y MEHbLLYH 3aALLMLLEHHOCTb.

[Janeko He Bce NPOV3BOAUTENN BbIMYCKAOT 0GHOB/EHNSA, 3aKpbIBAIOLLME KPUTUYECKME YA3BUMOCTU AJ15 CBOMX
YCTPOIICTB.

OCHOBHbIe COBETbI AN 6e30nacHOCTN MOGW/ILHOIO TenquOHa:

Huyero He siBNsieTcA No-HacTosiLeMy 6ecniaTHbIM. Byb ocTopoXeH, Befb koraa Te6e npegnaraior
GecnnaTHblii KOHTEHT, B HEM MOTYT ObITb CKPbITb! KaKe-TO NaTHbIe YCyru;

Oymaii, npexae uem otnpaBuTb SMS, ooTo MK BUAEO. Thl TOUHO 3HAELLb, FAe OHU ByayT B KOHEUHOM uUTore?
Heo6xoaymMo 0GHOB/IATL OMepaLioHHY CUCTEMY TBOEro CMapTOHa;
Vcnonb3yit aHTUBMPYCHbIE NMPOrpaMMbl 4715 MOGU/IbHbLIX TeNedOHOB;

He 3arpyxaii NpuioXeHns oT HEM3BECTHOIO UCTOYHKKA, BEAb OHW MOTYT COAepXaTb BPeAOHOCHOE
nporpaMmHoe obecreveHue;

Mocne Toro Kak Tbl BbIAELLb C caliTa, rae BBOAW JIMYHYI0 MHGDOPMALLMIO, 3aiiiM B HACTPOIiKM 6pay3epa 1
yaanu cookies;

Mepuognyeckn NpoBepsiiA, Kak1e naTHble YCyrn akTUBUPOBaHbl HA TBOEM HOMEPE;
[aBali cBoli HOMep MOOUILHOTO TesledhoHa TOMBbKO 0ASAM, KOTOPbIX Thl 3HAELLb 1 KOMY AOBEpPSiellb;

Bluetooth Jo/mKeH 6bITb BbIK/IOUEH, KOrAa Thl UM HE MO/b3yellbcs. He 3a6biBali MHOrAa NPOBEPSITh 3TO.

Online urpbl

CoBpeMEHHbIEe OHNAlH-UIPbl - 3TO KpaCcoYHble, 3axXBaTbiBatOLLME Pa3B/eYeEHNs, 06 bEAVHSIIOLLE COTHU ThiCAY
yesioBeK Mo BceMy MUpY. VIrpokn nccneaytoT AaHHbIi MM MUp, 06LLaloTCs APpYr C APYTOM, BbINOSHAOT 3a4aHus,
CpaxaroTcs ¢ MOHCTpaMK 1 MoJyHatoT onbIT. 3a YA0BO/IbCTBME OHW MAATSAT: NOKYNatoT AUCK, OnslayvBatoT
aboHEeMEHT UM NPUOGPETAIOT Kakne-To OMNLMN.

Bce 3TV cpeacTBa uayT Ha NoAAepXKaHue 1 pasBuTUE UIPbl, @ TaKkKe Ha caMy 6e30MacHOCTb:
COBEPLLIEHCTBYIOTCS CUCTEMbI aBTOPM3aLMN, BbINYCKAIOTCA HOBble NaTtum (LMDPOoBbIe 3ani1aTki AJis Nporpamm),
3aKpbIBAKOTCS YSI3BUMOCTM CEPBEPOB.

B I'IO,CI,O6HI::IX nrpax CTonuT onacarbCA He CTO/IbKO CBOUX COMEPHUKOB, CKOJTIbKO KPaXkn TBOETO naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunn 60NbLUNHCTBA mrp.

OCHOBHbIe coBeTbI N0 6e30MacHOCTN TBOErO MrPOBOTr0 akKKayHTa:

1.Ecnv gpyroi urpok BefeT cebs Nnnoxo Wam co3gaet Tebe HenpUATHOCTY, 3a6/10KMPYii ero B Crincke
UrPOKOB;

2.Moxanyincsa agMMHMCTPaTopam Urpbl Ha N10X0e NOBEAEHNE 3TOr0 UTPoKa, XenaTeslbHO NPUIOKUTb
Kakue-To floKka3are/ibCTBa B BUe CKPUHOB;

3.He yka3sbiBali MyHyt0 nHgopmMaLmio B npodpaiine urpbl;

4.YBaxall Apyrmx y4HacTHUKOB MO UMPe;

5.He yctaHaBnuBai HeothuumanbHble naTyn n Moabl;

6./lcnonbayii cnoxHble 1 pasHbie Naponu;

7.[axe BO BpeMs Urpbl He CTOUT OTK/II0UATb aHTUBKPYC. [oKa Thbl UrpaeLlb, TBOW KOMMbIOTEP MOryT
3apasunTb.

PULINHT Un Kpaxa JINYHbIX AaHHbIX

OO6bIYHOl Kpa>Ke|71 AeHer n 0OKyMEeHTOB CerogHsa y>xe HUKOro He yamesuilb, HO C PpasBUTUEM UHTEPHET-
TEXHOOrniA 3/10YMbILLUNEHHUKN NEPEMECTUNMNCH B NHTEPHET, N NPOAO0/DKaT 3aHNMaTbCA "NO6UMbIM" AENOM.



Tak nosiBunachk HoBast yrposa: UHTEPHET-MOLLUEHHMYECTBA WK (OULLIVHT, NaBHas Le/lb KOTOPOro COCTOUT B
nosly4YeHnmn KoHpMAEeHUMabHbIX AaHHbIX NOSIb30BaTenel - NOrMHOB U Naposiein. Ha aHrnuinickom a3sbike phishing
yntaetca kak puwnHr (ot fishing - pelbHas nosns, password - Naposib).

OcHOBHble cOBeTbI N0 60pbbe C PULLNHIOM:

1.Cnepgu 3a cBOMM akkayHTOM. Ecnv Tbl Nofgo03peBaellb, YTO TBOSI aHKeTa OGblsia B3/loMaHa, T0
HeobXxoAMMO 3ab/10KMpoBaTh €€ 1 CO0OLLMTL agMUHICTPaATOPaM pecypca 06 3TOM Kak MOXHO CKopee;
2./cnonb3yin 6e3onacHble BE6-CaiTbl, B TOM Y/C/1E, MHTEPHET-MarasmHoOB U MOUCKOBbIX CUCTEM;
3./icnonb3ayii cnoxHble 1 pasHble Naponu. Takum 06pa3oM, ecniv Tebs1 B3/IOMAKOT, TO 3/10yMbILLIEHHUKM
nosyyart AOCTyn TOMbKO K 04HOMY TBOEMY NPOhnsIi0 B CETU, a HE KO BCEM;

4.Ecnu Tebsi B3NOMas1, TO HE0BX0AMMO NpeaynpeanTs BCEX CBOMX 3HAKOMbIX, KOTOPble A06aB/MEHbI Y
Tebs B Apy3bsiX, O TOM, 4TO TeOS1 B3/IOMaU/N 1, BO3MOXHO, OT TBOEFO MMeHW ByeT pacchliarbes cnam v
CCbU/IKN HA (DULLNHTOBbIE CalThI;

5.¥cTaHoBu HagexHblli naponb (PIN) Ha MOOW/IbHBIA TenedoH;

6.0TKN04M cOXpaHeHne Napossa B bpaysepe;

7.He oTkpbiBali thaiisibl u Apyrue BNOXEHUS B MUCbMaXx, AaXe eC/iv OHW NPULLAW OT TBOWX ApY3eil.
Jlydiie yTouHM y HUX, OTNPaBASA/IN 11 OHK Tebe 3Tu dhaisbl.

LincdbpoBasi penytauus

Lindpposas penytaums - aT0 HeratmBHas Wan NO3MTUBHAaSA MHDOPMaLMs B CeTU 0 Tebe. KomnpomeTmpytoLas
MHgopMaLMs, pasMeLLeHHAs B UHTEPHETE, MOXET CEPbE3HbIM 06Pa30M 0TPa3UTLCS Ha TBOEl peasibHOM
Xn3Hu. "Lindoposas penytauus” - 3To TBOW UMUK, KOTOPbIA dOpMUpyeTCcs 13 MHhopmaumm o Tebe B
WNHTEPHETE.

TBOE MECTO XUTEeNbCTBAa, yqe6b|, TBOE Cbl/IHaHCOBOG Nos1I0XKeHMe, 0COBEHHOCTH XapakTtepa n pacckasbl O
GNN3KMX - BCE 3TO HakKanIMBaeTcs B CETU.

MHOr1e noApoCTKX NIETKOMbIC/IEHHO OTHOCSATCS K Ny6AMKaLMK NIMYHOI MHpopMaLmmn B VIHTEPHETE, HE MOHUMAs
BO3MOXHbIX NocneacTBuid. Tbl Jake HE CMOXeLlb JorafaTbCsi 0 TOM, 4To dpoTorpadivis, pasmelleHHas 5 net
Hasaf, ctasia NPUUMHOI OTKasa NPUHATL Tebst Ha pa6oTy.

KommeHTapun, pasmelleHne TBoux chotorpadinii 1 gpyrue AencTems MOryT He UCHE3HYTb Aaxe nocne TOoro, Kak
Thbl VX yAaunLb. Tbl HE 3HAELLb, KTO COXpaHua 3Ty nHdopmMaLmio, nonasa /i oHa B NONCKOBbIE CUCTEMbI U
coxpaHunach /i OHa, a rMaBHoe: YTO NoAyMatoT 0 TebGe OKpYXatoLLme /AN, KOTOpble HanayT v yBUAAT 3TO.
HaiiTn nHcpopmaLmio MHOro s1eT CNyCTA CMOXET 11000 - Kak U3 fO6PbIX NOOYXAEHWA, Tak 1 C HaMepeHneM
NPUYNHUTL Bpes. DTO MOXET BObITb KTO YroAHO.

OCHOBHble COBETbI M0 3aluUTe LMpOoBOI penyTauum:

1.Mogymaii, npexae yem 4To-To Ny6MKoBaTh 1 NepefasaTb y cebs B 6/10re unn B coumasibHON ceTu;
2.B HacTpolikax npochnnsa ycTaHOBM OrpaHMyeHnst Ha NPOCMOTP TBOEro NPOus 1 ero COAEPXKMMOro,
cfienain ero TonbKo "Ansa apysen”;

3.He pa3meLluaii n He yka3biBali nHhopMaL Mo, KOTopas MOXET KOro-Mbo 0CKOp6AsATh UM 06UxXaTb.

ABTOpCKOe npaBo

CoBpeMeHHbIe LKObHUKK - aKTUBHbIE NMO/b30BaTENN LMPOBOro npocTpaHcTea. OgHaKo fasieko He Bce
3HAIOT, UTO N0/Ib30BaHNE MHOTVIMI BO3MOXHOCTAMM LIMAPOBOro Mupa TpebyeT Co6/I0AEeHs MpaB Ha
VHTENNEKTYaslbHYt0 COGCTBEHHOCTb.

TepMuH "MHTENNEeKTyalbHast COGCTBEHHOCTbL" OTHOCUTCS K Pa3/IMYyHbIM TBOPEHUSM YEe/T0BEYECKOro yma,
HauMHas C HOBbIX M306peTEHNI 1 3HAKOB, 0603HAYaOLLMX COBCTBEHHOCTb Ha MPOAYKTbI U YCIYTH, 1
3aKkaH4mBas KHUramu, ootorpadpusiMm, KUHoIbMamu 1 My3blKaslbHbIMU MPOU3BEAEHUAMU.

ABTOpPCKME MpaBa - 3T0 NpaBa Ha MHTE/NEeKTyaslbHYH0 COGCTBEHHOCTL HA MPOU3BEAEHNS HAYKKW, NUTEepaTypbl U
MCKycCTBa. ABTOPCKME MpaBa BbICTYNatoT B KAUECTBE rapaHTM TOro, UTO UHTE/NEKTYasIbHbIA/TBOPUECKWIA TPy,
aBTOpa He ByAeT HanpacHbIM, AacT eMy CNpaBes/MBble BO3MOXHOCTY 3apaboTaTh Ha pesy/ibTatax CBOero
TpyAa, NoMyunTb M3BECTHOCTb U MpK3HaHNe. HUKTO 6e3 paspeLleHnst aBTopa He MOXEeT BOCNPOU3BOAUTL €ro



npousBefeHNe, PAcnpPOCTPaHATb, My6/IMYHO AEMOHCTPUPOBATh, MPOAaBaTb, UMNOPTUPOBATb, NMYCKaTb B MPOKAT,
ny6/IMYHO MUCMOJMHSATD, NMOKa3bIBaTh/UCMOMHATL B 3¢hMpe UK pasmeLlatb B VIHTepHeTe.

Vcnonb3oBaHme "nupaTckoro” NporpamMmmMHOro 06ecneyeHnst MOXeT NPUBECTU K MHOTMM pUCKaMm: OT NoTepu
[JaHHbIX K TBOMM akkayHTam A0 G/10KMPOBKM TBOETO YCTPOICTBA, Ie YCTaHOB/IeHA HemerasibHas nporpaMma.
He cTouT Takke 3abbiBaTb, YTO CYLLECTBYHOT fierasibHble U GecnnaTHble NPOrpamMMbl, KOTOPbIE MOXHO HaliTu B
cetu.

O noptane

CeTeBnYOK.pd) - TBOIA [MTaBHbIVi COBETUMK B CETU. 34€Ch Thl MOXELLb Y3HATh O 6E30MACHOCTU B CETU NMOHSATHLIM
U OOCTYMHBIM S13bIKOM, & NPy BO3HUKHOBEHUM KPUTUYECKOW CUTYaLmmn 06paTnTbCs 3a COBETOM. A Takke
NPVHSTH YYacTVe B KOHKypcax 1 CTaTb CaMblM LIMPPOBbLIM rpakaaHUHOM!
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